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Overloaded Computer Usage Policy will outline the protocols regarding the use of
information technology equipment owned by Overloaded Ltd ("Overloaded"). This policy
intends to allow overloaded to manage and oversee the usage of its computers, printers,
and internet access and maintain the safety and security of its network and
confidential files.

Scope

This Policy applies to the staff, young people, volunteers and visitors of Overloaded
who wish to use the computers or other IT equipment inside and owned by Overloaded.

Policy Statement

Rules and Regulations

* Students and staff must log in to the accounts given to them with the given
passwords. Visitors will be provided a guest log in to use.

* Only use computers assigned by the Administrator / Member of staff currently with
them. Equipment cannot be used unless permitted by the Administrator / Member of
staff currently with them.

* Refrain from swapping or exchanging equipment, such as mice, keyboards, and
monitors.

* Report all equipment issues and faults to the Administrator immediately.

Password and Access

+ Users must not take action to gain or attempt to gain another user's password or
personal information illegally.

* Users must keep their passwords private and immediately change their password at
any suspicion that someone else knows their password.



« Overloaded staff have access to all passwords of electrical devices. This is kept
in a secure area both physically and electronically.

« The director has access to all staff emails and the ability to change passwords
as an ‘admin responsibility.’

Printing

* Users must use the printers for the purpose of printing Overloaded-related materials
only.

+ Users must dispose of unwanted printouts in the recycling area.

« Printers must be used sensibly, printing to be considered in line with our
environmental policy

Internet Use

Overloaded internet network must only be used for the following purposes:
* Electronic Mail

* Electronic Publishing

* Collaborative Work

* Session projects, assignments, and research.

« Internet use must be appropriate at all times, sharing of resources such as
videos for learning purposes must be age and content appropriate

Use of, or trying to gain access to controversial, radicalisation, cult, illegal, gaming or
gambling websites will result in disciplinary action for both staff and young people

Mobile phone usage

Overloaded has a no phone usage policy during sessions. Mobile phones are not to be
used during sessions outside of the following reasons:

« Medical phone calls
« Emergancies

Mobile phones are to be turned off or put on silent (not vibrate) and stored ina bag, or
in a pocket during sessions. Mobile phones can be used during lunch time (11:30 - 12:30).

Personal staff phones are to be put away and silenced during contact hours.

Staff phones are provided to each facility, and to be used for the following purposes:

« Photographs



« Sending registers at 9.30am
« Contacting parents

« Contacting young people

« Incase of emergency

Each mobile phone must be allocated to a member of staff, phones are not answered
during sessions. They are to be used in the case of a lock down, emergency or first aid

incident.

« The shop telephone number: 01480 774775
« The SENtre number: 07787109702
« The Farm number; 07787109698

Young people will be given the SENtre (07787109702) mobile number to encourage
them to report their own absence and to provide a support number should they wish to

text it.

« All company mobile phones must remain charged and no data should be deleted
from them.

« Photographs will be deleted at the end of every term from mobile phones.

« All mobile phones must have alock code on them and are the safety of the
member of staff allocated. Safeguarding and GDPR policies must be considered
at all times.

Device Security

* Users must ensure that all devices are secured when not in use. This includes logging
out of accounts and locking screens.

* Only software approved and installed by the IT Administrator is allowed on company
devices.

* Unauthorised use of personal devices to access Overloaded's systems is prohibited
unless permitted by the IT Administrator.

« All login's to the company shared drive must be logged out after each session.
Overloaded does not permit the shared drive to be logged into continuously on
any device in any location. This is strictly against our GDPR policy and
disciplinary action will be taken.

Cyber Security

* Multi-factor authentication (MFA) must be enabled where available for all critical
systems and user accounts.



Use of Artificial Intelligence (AI) Tools

* Any AT generated content used for external purposes must be reviewed and approved
by appropriate staff to ensure it complies with Overloaded's polices.

* Inputting confidential, sensitive, or personally identifiable information (PII) into AL
platforms, especially cloud based or third party tools, is strictly prohibited.

Resources
Overloaded prides itself on creating our own resources inline with our bespoke ethos.
The following must be considered:

« How resources from current websites can used, standardisation and content
needs to be approved through our IQA process and policy- they can be used for
research and ideas

« The use of aids such as Chat GPT is not permitted to solely create resources, it
can be used as a research tool and to generate ideas only

« The purchasing of any resources, must be approved prior buying

Data Protection

* Users must not store sensitive or confidential data on unapproved devices.

* Regular backups of data must be performed by the IT Administrator. Users should
ensure their important files are stored in the designated areas where backups are
performed regularly.

* All access to Overloaded's systems whether on site or remote must be conducted
through secure, encrypted connections.

* Unsecured or public networks must not be used with any of Overloaded's devices.

Social Media

Allocated members of staff have access to the company social media accounts.
This must be used responsible to highlight the positive work of the company.

The company and personal social media accounts of staff must not:

« Show content or opinions against our safeguarding policy
« Display personal opinions that could be conveyed/perceived as the company's
opinion



« Staff must not add any young people of Overloaded or their immediate family to
personal accounts

« Staff are to notify the Overloaded DSL/DDSL if they receive a social media
message from a young person or family member

« Staff must not discuss or share, personal accounts with young people

Breaches deemed as irresponsible or inappropriate inline with the Overloaded
safeguarding policy will follow our disciplinary procedure with immediate effect.

Messaging
Overloaded has a staff group chat, this must:

« Contain appropriate language and content

« Used for information and ideas sharing only

« Only contain present staff members

« Must not be shared with anyone outside of the organisation
« Phone numbers must not be shared from this group chat

Staff should consider personal messages at all times, if content is shared and found to
be personal or negative around the company or an individual- the Overloaded
disciplinary policy will be followed. This explains in more detail in the 'bullying and
harassment section.’

Work related issues should be discussed with line managers directly at all times.

Gossip and small group chats are not conducive to a team and will not be tolerated.

Software Maintenance

* Regular updates and patches for all software and operating systems are required to
ensure security.

Prohibitions and Limitations

* Accessing inappropriate and restricted materials on the internet.

* Submitting, posting, publishing, forwarding, downloading, scanning, or displaying
defamatory, abusive, obscene, vulgar, sexually explicit, and illegal materials.

* Using Overloaded's computers for any illegal activity or that violates other policies,
procedures, and rules.

* Violating copyrights by downloading or copying copyrighted materials without the
original owner's permission.

* Plagiarizing original content and passing it as their own.



* Using the provision's computers, networks, and internet services for non-school-
related purposes.: Misuse of passwords and unauthorized access to other's accounts.



